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Scene Management

=




Desktop — PuTTY list




Items seized for examination....
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Exhibit JAM/04032015 — Computer
: ~ JAM/03032015 — Image of C Drive




Investigation priorities.
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Abbreviated examples of Skype conversations

) — conversation with “* NAME ” — MUDD is asked
Is visible “when | ddos someone”. MUDD replies “No they Can’t. It
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Computer - JAM/04042015/3
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Computer — JAM/O4042015/3 exammatlon
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ound in a folder called “titanium” /Users/Adam/Documents/titanium
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Titanium subscriptions

Monthly Plans:

100 Seconds |
MONTHLY

PayPal, PaySafecards, Credit
Cards & Bitcoin

| 180 Seconds |
MONTHLY

PayPal & Bitcoin

MONTHLY

500 Second | $9.99 PayPal & Bitcoin
MONTHLY
1500 Seconds | $14.99 PayPal & Bitcoin
MONTHLY
3500 Seconds | $19.99 PayPal & Bitcoin
MONTHLY
7200 Second | $29.99 PayPal & Bitcoin
MONTHLY
10800 Seconds | $49.99 PayPal & Bitcoin
MONTHLY
30k Seconds | $69.99 PayPal & Bitcoin
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Titanium dashboard
P

& Dashboard 1738828 593

Introduction
Total Power Availabie (5 gbps): 100%

e 1o Titanium Stresser

jul My Attack Logs

W Tickels

% Purchase

85 Referral Sysiem

4 Admin

Side Menu: Display: Status Menu:

From here you select Displays current tab selected. Displays your current
Stresser to launch attacks, In this case the Dashboard tab package status expiry
Tools for variety of tools to from the side menu is located. date, seconds

assist in tracing an IP and : allowance. Also shows

to purchase a package. your User details and
total attacks carried out.




Titanium dashboard
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Power

As a percentage,
| defaulted to
100% (true
control of power
is dictated by
number of
servers and
usage of
customers)
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Amount of
seconds you
wish to attack
for.

Server

Method

f

Choose the

server you There is a drop

wish to use. (If down tab for Method
left Titanium of attack. It
Stresser recommends using
spread the UDP.

load over all

servers).

| You enter the

P

target IP here.

Quick/Custom
Port

You enter the
“port” that your
IP is located on
here. Quick ‘
ports give

popular
choices such
as Xbox Live,
Playstation
Network (PSN)

and
runescape.
[N\

Attack Buttons

Once set up
press Launch
Attack (blue).
Should you wish
to halt the attack
you press Stop
Attack (red).




Titanium Stresser how it worked.
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Significant attacks of Titanium Stresser - map
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Victim impact

ased Titanium and attacked his
ge on 20 occasions in 2014. Taking down
four college sites.

Wiltshire
College

Mudd attacked the college he attended on four
"‘6 occasions in 2014. One occasior

West Herts 4V
College
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Money Laundering-
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Further interviews with Police
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Conviction — Guilty plea — Central Criminal
Court

NEWS

Home UK World Business olitics = Tecl

England Regions  Beds, Herts & Bucl

Teenage cyber hacker Adam Mudd jailed "
 for global attacks . Carried out 594 DDOS

E— f oy o E s attacks against 181 IP
: addresses — sec 3(1) (6) CMA
24 months
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A computer hacker has been jailed for two years for masterminding global

| '1 online attacks as a teenager from his bedroom in Hertfordshire. 3 v/ » . C A

* CAMBRIDGE

News » Cambridge News » Crime l'l ()‘\'S

The teenage hacker who caused chaos at Cambridge
University and cost a city company £6million

Adam Mudd of King's Langley, Hertfordshire, was 16 when he created a program that earned him £386,000 through hacked
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Eastern Region Special Operations Unit

TACKLING ORGANISED CRIME . € ‘ ‘

U1 OPERATIONS Raiiatyiaiitiay ABOUTUS VIDEOS LATEST NEWS VACANCIES CYBER PROTECT

CYBER PROTECT EVENTS

NHS RANSOMWARE ADVICE

National Cyber Security Centre Advice and
other advice see PROTECT page

OUR VISION OUR MISSION OUR VALUES
To protect the communities within the To identify, disrupt and dismantie Can do, Creative, Supportive
Eastern Region from Serious and organised crime groups causing the most

Organised Crime. harm to the East.




