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‘as-a-service’ model
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1. Makes cybercrime easily accessible to novice 
criminals with limited technical skills

2. Enables specialization, commercialization and 
cooperation for advanced cyber criminals

What CaaS provides?

“CaaS is a blackbox: The attacker can purchase the desired “service” through the 
dark/surface web without a detailed understanding of what is involved in its 
execution.”
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▪ Similar resources also tell that cybercriminals have increasingly taken to 
using specialist sites and forums to advertise their services, before 
conducting transactions on private communication channels like 
Telegram, Discord, Skype, Jabber, or IRC. 

▪ This marketing shift is claimed to be a result of the loss of trust to darknet
marketplaces after the seizure or closure of the underground markets 
(Alphabay, Hansa, Dream, Wall Street). 

Marketing shift to Forums
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Two of the big dark web 
marketplaces have been taken 
down in simultaneous global 
operations, supported by Europol: 
the Wall Street Market and the 
Silkkitie (known as the Valhalla 
Marketplace), 3 May 2019



9

To combat cybercrimes in an effective way, we not only need to 
develop technical solutions to protect against attacks but also 

need to understand the business structure of underground 
cybercrime and its development.
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▪ Which parts of cybercrime value chains are successfully 
commoditized and which are not? 

▪ What kind of revenue do these criminal business-to-business 
services generate and how fast are they growing?
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▪ Analyzed the dataset of Soska and Christin (2015) on 
seven prominent online anonymous marketplaces 
(2011-2015) and AlphaBay (2014-2017).

▪ Implemented a Support Vector Machine (SVM) 
classifier to predict ten B2B and seven B2C product 
classes.

In our previous paper : 
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▪ There is evidence of commoditization, but outsourcing 
options are restricted and transaction volume is often 
modest. 
 partial fulfillment of cybercriminal demand

▪ The scarcity of supply suggests potentially vulnerable 
components in criminal value chains. These choke 
points might be targeted by interventions to raise the
transaction costs.

Take-aways
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▪ Which CaaS crimewares are demanded and supplied 
in underground forums? What is the volume and 
diversity of these advertisements and ratio of them to 
non-CaaS ones?

▪ How do the real CaaS transactions happen? Via the 
links to external trading platforms or private 
communication channels?

Research questions (work in progress)
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1. Conceptualize the framework of CaaS ecosystem 
within the cybercrime value chain model,

2. Compile dataset of underground forums and 
preprocess the data,

3. Create and annotate the ‘ground-truth’ listings 
manually iot train and test the ML classifier,

4. Develop the ML classifier (w/o decision rules) to map 
the cybercrime products/services, buy/sell, contact, 
external links,

5. Analyze the dynamics of CaaS in the fora.

Methodology
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Value Chain Model

* Keman Huang, Michael Siegel, and Stuart Madnick. 2018. Systematically Understanding the Cyber Attack Business: A 
Survey. ACM Computing Surveys. 51, 4, Article 70 (July 2018), 36 pages. https://doi.org/10.1145/3199674
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Cybercriminal Service Ecosystem Framework
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▪ CAPTCHA solvers
▪ Phone/SMS verification
▪ Password cracking
▪ E-whoring
▪ Networking and hosting
 Proxies
 Remote Desktop Protocol (RDP) service

More CaaS
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CrimeBB Dataset 
of Cambridge Cybercrime Centre
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• “All the trades on Hack Forums should be made in the 
Marketplace section, regardless of content.

• A seven-day posting ban and a warning is the penalty for 
posting marketplace threads outside of the Market tab.”
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• posts in ‘Marketplace’ section = 9,795,204
• First post of each thread is a supply/demand offering 

= 1,104,046
• Random ‘ground-truth’ items ≈ 1% = 10,000
• Labelling manually 

Data preparation
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1. Renting the infrastructure or/and the platform,
2. Selling the service of committing the crime,
3. Selling the product but continuing to provide some 

required services remotely after sale,
4. Selling the product but giving customer support when 

necessary,

…others are not CaaS but only products.

Types of CaaS offerings
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• Product/service category
• Buy/sell or other
• Contact
• External trading link
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• Products: RAT, currency exchange, account, game 
account, game utility, cryptominer, malware

• As-a-services: phone verification, reputation 
escalation, hacker, obfuscation, password cracking, 
DDoS, exploit, e-whoring, money laundering, RDP

• Other

So far..
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• to better understand the risks to businesses and 
consumers,

• to support designing better disruption strategies 
against cybercrime business models,

We aim to disclose how cybercriminals are adapting to 
new trading and communication processes.

Conclusion



Questions?
u.akyazi@tudelft.nl


