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Technology 
is gendered.



Examples?
• Phone size
• Bicycles
• fMRI scans (Kaiser, 2010)
• Advanced Imaging Technology (Currah and 

Mulqueen, 2011)
• Crash test dummies (Bose et al., 2011) 
• “Making things prettier” e.g., by adding 

different colours, mirrors etc.



Gendered nature of technology
“women and men have 
different access to the 
creation of technology, have 
different access to decision
making about the development 
of technology, and have 
different experiences with 
technology.” (Rakow, 1988)
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Technology 
is abused.



https://www.vintagemovieposters.co.uk/shop/demon-seed-movie-poster/



Growing body of work…

“Tech Abuse” 



Tech abuse research
• Online harassment (Winkelman, 2015; 

Aghazadeh et al., 2018)
• Cyber stalking (Pereira and Matos, 

2016)
• Spyware (Chatterjee et al., 2018)
• Image-based abuse / revenge porn / 

creepshots (McGlynn, Rackley, 
Houghton, 2017; Powell et al., 2018)



Technology 
is changing.



“Internet of Things” (IoT)?

Umbrella Term



“Internet of Things” (IoT)?

“Smart” 
Devices 

and 
Systems



By 2020,
some 25 billion 
devices will be 
connected to

the Internet with 
studies estimating 

that this
number will rise to 

125 billion in 2030.



Tech abuse research
• Online harassment (Winkelman, 2015; 

Aghazadeh et al., 2018)
• Cyber stalking (Pereira and Matos, 2016)
• Spyware (Chatterjee et al., 2018)
• Image-based abuse / revenge porn / 

creepshots (McGlynn, Rackley, Houghton, 
2017; Powell et al., 2018)

Phone, tablets, laptops, social media, CCTV, and trackers



“Smart” abuse?
Increasing number of household devices are now 
“smart, but…

• Disguised in terms of their ability to sense, 
accentuate, and collect private data;

• They look like “normal” devices we are used to

• They have new, “enhanced” functionalities
• Expanding and exacerbating the reach of 

coercive and controlling behaviour  
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Action Research
https://flic.kr/p/7mkGh9



G-IoT: aims
1. the role and impact IoT technologies have 

on victims/survivors of domestic violence 
and abuse; 

2. the potential risk trajectories that may 
arise from those devices and services; and

3. the awareness victims/survivors and 
corresponding services (such as womens’ 
shelters) exhibit, and strategies they apply 
to mitigate those risks.



https://flic.kr/p/4B8oJi

2 Workshops

14 Interviews
Tech analysis

1 CryptoParty

6 Trainings



Outcomes
1. Co-developed research on the 

issue of emerging IoT risks

2. Capacity-building and knowledge 
exchange

3. Transformative, both in regards to 
practice and policy



(1)
Research



n=51



Insights 

In a state of 
crisis smart tech 
is the last thing 

on the list.

Front line staff: 
lack of 

knowledge, 
require wider 
awareness.

Physical violence 
is easier to prove.

Police are behind 
the times in terms 

of their tech.

We have become very reliant 
on the internet; if a victim 

does not have access to the 
internet, they may not be able 

to contact a charity.



Positive impact
• Logging of evidence e.g., tampering, 

harassment 
• Video footage e.g., CCTV
• Communication and contact e.g., 

seeking help
• Online forums and bots e.g., receiving 

advice and guidance 
• Detection? 

• Empowerment



n=50



Technical Analysis

1. Management
2. Assumptions
3. Usage  



For example: Google Home
Settings and Activation
• Offers a “Multi-User Support”, recognising different 

voices
• A Google account links to other services, e.g. 

Google Play, Netflix
Data Collection
• Google Home collects voice requests and browsing 

history
Privacy and Security Considerations
• History and voice requests may be deleted by going 

to myactivity.google.com



IPA and Technology Use

Matthews et al. 2017. Stories from Survivors: Privacy & Security Practices when Coping with Intimate Partner Abuse. CHI 2017.



(2)
Capacity Building



n=50



Information Material





• Voice control

• Audio recording

• Video recording

• Data collection

• Shared accounts

• Location tracking

• Remote control

• Social media

• Machine learning





Training
• CryptoParty: Digital 

security training for 
voluntary and statutory 
services

• Information exchange 
workshops for voluntary 
and statutory services 
frontline workers and 
support organisations





Pointers for industry
• Prompts and notifications (e.g., location 

tracking on, what devices want to connect)
• Logs (e.g., who has connected to what, when)
• IPV threat model (e.g., trust levels) 
• Customer-facing staff guidance

(e.g., helplines, shop workers)
• Data collection (e.g., extent of the 

problem and what types of requests)
• Exchange and collaboration with 

support sector (e.g., data and 
remediation)

https://commsalliance.com.au/__data/assets/pdf_file/0003/61527/Communications-Guideline-G660-Assisting-Customers-Experiencing-Domestic-and-Family-Violence.pdf



(3)
Transformation



Responsibility



Industry Politics Society



UK Government Consultation
(1) Tech abuse as a factor in 
the risk assessment of 
victims;
(2) Tech abuse as a factor in 
the safety planning of victims;
(3) Expand the focus on tech 
abuse to emerging 
technologies such as the 
Internet of Things;
(4) Create tech abuse 
guidance and expertise;
(5) Reduce/remove prevalence 
of spyware;



UK Government Consultation
(1) Tech abuse should be 
explicitly referenced in the 
Domestic Abuse Bill to enable 
public recognition 
(2) The definition of domestic 
abuse should be amended to 
include tech abuse;
(3) The Domestic Abuse 
Commissioner and Advisory 
Board should incorporate tech 
abuse in all their activities;
(4) Align with other related 
Government policy;







Thank you.
Dr Leonie Tanczer

l.tanczer@ucl.ac.uk

Twitter: @leotanczt, #GIoT
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